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Critical impact



The role of the legal advisor -  
overview



Cyber attack timeline

July 2024

Rhysida 

Ransomware used to 

attack the Port

July to August 2024

Lateral movement​

Privilege escalation​

Network recon​

Staging attack points

August 2024

Data exfiltration​

System encryption​

Port of Seattle network lock 

down & isolation



The role of the legal advisor -  
cyber attack initiation



Customer disruptions

Free Wi-Fi Digital
Website

Mobile Apps
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Common 

Use 



Organizational disruptions

Network
Wi-Fi

Desk Phones

Office365
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Business 
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Operations
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The role of the legal advisor -  

crisis response



Contracting Compliance Communication
Coordination and 

Consistency

The role of the legal advisor -  

crisis response



“From day one, the Port prioritized safe, secure and efficient 
operations at our facilities. We are continuing to make 
progress on restoring our systems. The Port of Seattle has 
no intent of paying the perpetrators behind the 
cyberattack on our network. Paying the criminal organization 
would not reflect Port values or our pledge to be a good 
steward of taxpayer dollars. We continue working with our 
partners to not just restore our systems but build a more 
resilient Port for the future. Following our response efforts, 
we also commit to using this experience to strengthen our 
security and operations, as well as sharing information to 
help protect businesses, critical infrastructure and the 
public.” Steve Metruck, Executive Director

Ransomware payment demand



Threat actor – data release 



• Engage vendor​ 

• Ransom payment decisions/policy​

• Balancing/explaining risks to organization 

• Federal law enforcement engagement

• Communication strategy

• Employee concern - credit monitoring​

The role of the legal advisor -  

threat actor/ransom



Recovery

Detection, 
Investigation, and 

Recovery

Continuity of 

Operations
Communication



Regulatory oversight and information 
sharing



Balance competing priorities:

•Forensics vs. restoration

•Security risks

•Operational needs

•Reputation

•Financial

•Regulatory compliance

•Convenience

The role of the legal advisor -  
recovery



Examples of impacts with legal significance:

✓ Payroll delays

✓ Work stoppage

✓ Revenue slowed

✓ Procurement and hiring interruptions

✓ Records production halted

✓ Website outage

The role of the legal advisor -  
recovery



Transparency and information sharing goals​

“We will be conducting an after-action review of this incident that will result 
in new information and insights.” - Senate testimony​

After action review process:​

• Interview key individual stakeholders

• Conduct group discussions with business 
 units and external organizations​

• Examine relevant documents, reports, 
 logs/notes, and records

• Identify root causes and make recommendations

Post incident - after action review



Organizational continuity and 
resiliency program

Technical Initiatives Organizational 

Change

Disruption

Preparedness



• Privileged engagement​

• Management of process​

• Transparency/risk balancing

• Guidance on recommendations

The role of the legal advisor -  
after action review



• Individual notifications​

• Substitute notification/media

• Attorney General notification

Post incident – data breach notice



• Data mining

• Contracting/oversight for notification vendor, 
credit monitoring, call center​

• Review all external communications 
 and notices

• Internal messaging

• Media briefings

The role of the legal advisor – 
data breach notification process



Impacted individuals​

• Threshold notice volume to trigger lawsuits​

Port litigation​

• Four lawsuits filed​

• Consolidated into class action

Media attention

Data breach litigation



The role of the legal advisor – 
data breach litigation 

Negotiated settlement amount

Relevant Factors Seemingly Irrelevant Factors*

How many individuals impacted Measurable harm to individuals

How many plaintiff’s attorneys involved
How much insurance coverage is 

available

How much spent on post–incident 

rebuild/security

Existing security measures/nature of 

attack

What type of data was accessed Prior data breaches of same data

Jurisdiction of event Current location of individuals

Age and source of data Efforts to notify impacted individuals



Prevention

Build relationships with tech and security staff​

Adhere to retention/disposal protocols​

Consider privacy policy​

Third party access policy/contractual security clauses

PII storage – data mapping​

Support security budget requests – consider security audit

The role of the legal advisor - readiness

Legal and Technology Staff Partnership​



The role of the legal advisor - readiness
Legal and External Partners​

Preparation

Outside Counsel

Established guidelines for information sharing

Cyber insurance and preferred vendors

Notification obligations-regulatory and contractual

Communication channels​



The role of the legal advisor - readiness
Legal and Emergency Preparedness​

Response

Incident response plans

Escalation protocols for decision-making

Information sharing with outside partners

COOP’s

Business Impact Analysis

Recovery prioritization



Questions?
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Thank You!
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