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Critical impact

US Cybercrime Profits vs. Cybersecurity Spending (Normalized to Trillions, 2010-2030)

16} B US Cybercrime Profits (Trillions USD)
HEEl US Cybersecurity Spending (Trillions USD)

12

=
o
|

Amount (Trillions USD)
co

4 |
2 B
0 . . . . l g e i g i =l |
Q ~ " 2 ™ 2 © A > o Q ~, 2 2 ™ 4 © A % 0 o
,19'\' ,\9\ ,LQ"’ ,]9"' ,19"’ ,LQ?' ,LQS\’ ,]9"' ,LQ?’ ,19'\’ ,\9’" ,19"’ ,19"’ ,19"' ,19'1’ ,19"’ ,LCS" ,L@’ ,LCS" ,‘9"' ,19”’



The role of the legal advisor - =

overview

Traveler
Alert

Flight information displays are
currently down. Check with your
airline, download airline app of
use QR for updated flight details.
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Cyber attack timeline

July 2024 August 2024

Rhysida Lateral movement Data exfiltration
Ransomware used to Privilege escalation System encryption

attack the Port Network recon Port of Seattle network lock

Staging attack points down & isolation



The role of the legal advisor -
cyber attack initiation




Customer disruptions

Free Wi-Fi  Digital  Systems Displays

Website Parking Arrivals
Mobile Apps Secure doors Departure
TSA Wait Times Alarms Baggage

Baggage



Organizational disruptions

Network Office365 Port-Wide sin Printérs

Wi-Fi Email Comms Functions Scan.ning
Desk Phones Teams Payroll Faxing
SharePoint Contracts
Accounting

Badging






The role of the legal advisor -
Crisis response
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The role of the legal advisor -

Crisis response

Coordination and

Communication :
Consistency

Contracting Compliance
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Ransomware payment demand

“From day one, the Port prioritized safe, secure and efficient
operations at our facilities. We are continuing to make
progress on restoring our systems. The Port of Seattle has
no intent of paying the perpetrators behind the

cyberattack on our network. Paying the criminal organization
would not reflect Port values or our pledge to be a good
steward of taxpayer dollars. We continue working with our
partners to not just restore our systems but build a more
resilient Port for the future. Following our response efforts,
we also commit to using this experience to strengthen our
security and operations, as well as sharing information to
help protect businesses, critical infrastructure and the

public.” Steve Metruck, Executive Director



Threat actor — data release
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The role of the legal advisor -

threat actor/ransom

* Engage vendor

 Ransom payment decisions/policy

» Balancing/explaining risks to organization
» Federal law enforcement engagement
 Communication strategy

 Employee concern - credit monitoring




Recovery

PAAIRPORT *+ MARITIME v BUSINESS + COMMUNITY + ABO

ort
of Seattle

tute Notice

» of Data Breach

ppened

Detection, Continuity of

Investigation, and Communication

ration
Recovery Operations



Regulatory oversigh ' '
charing ght and information

MR. LYTTLE




The role of the legal advisor -

recovery

.
e

Balance competing priorities:
*Forensics vs. restoration

*Security risks

*Operational needs

*Reputation

Financial

*Regulatory compliance

Convenience




The role of the legal advisor -

recovery

Examples of impacts with legal significance:
v Payroll delays

v' Work stoppage

v" Revenue slowed

v Procurement and hiring interruptions

v' Records production halted

v' Website outage




Transparency and information sharing goals

“We will be conducting an after-action review of this incident that will result
In new information and insights.” - Senate testimony

After action review process:
* Interview key individual stakeholders

* Conduct group discussions with business
units and external organizations

 Examine relevant documents, reports,
logs/notes, and records

 Identify root causes and make recommendations



Organizational continuity and
resiliency program

7.

Technical Initiatives ' Organizational Disruption
Change Preparedness
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The role of the legal advisor -

after action review

* Privileged engagement

 Management of process
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* Transparency/risk balancing

e Guidance on recommendations




Post incident — data breach notice

Por of Seattle
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The role of the legal advisor —

data breach notification process

» Data mining

» Contracting/oversight for notification vendor,
credit monitoring, call center

e Review all external communications
and notices

* |Internal messaging

* Media briefings




Data breach litigation

Impacted individuals
* Threshold notice volume to trigger lawsuits

Port litigation

* Four l[awsuits filed j
* Consolidated into class action )
Media attention j

FILED
2025 MAY 12 04:25 PM
KING COUNTY
SUPERIOR COURT CLERK
E-FILED
CASE #: 25-2-11500-3 SEA
IN THE SUPERIOR COURT OF THE STATE OF WASHINGTON
IN AND FOR THE COUNTY OF KING
SAMUEL ZEWDY EMANO, MONTE Case No. 25-2-11500-3 SEA
SUNDREA HOLT, and SARAH RAINBOW
Sj:‘fmn fﬁ‘:ﬁsﬂ mfiltz:ﬁgny and on behalfofall | b\ ooy \MENDED CLASS ACTION
y * COMPLAINT
Plaintiffs,
V.
PORT OF SEATTLE,
Defendant.

Plaintiffs Samuel Zewdy Emano, Monte Sundrea Holt, and Sarah Rainbow Cardenas

(“Plaintiffs”), individually and on behalf of all others similarly situated, by and through their




The role of the legal advisor —
data breach litigation

Relevant Factors Seemingly Irrelevant Factors™

How many individuals impacted Measurable harm to individuals

How much insurance coverage is
available

How many plaintiff's attorneys involved

How much spent on post—incident Existing security measures/nature of
rebuild/security attack

What type of data was accessed Prior data breaches of same data
Jurisdiction of event Current location of individuals

Age and source of data Efforts to notify impacted individuals

Negotiated settlement amount




The role of the legal advisor - readiness

Legal and Technology Staff Partnership

Prevention

Build relationships with tech and security staff

Adhere to retention/disposal protocols

Consider privacy policy

Third party access policy/contractual security clauses

Pll storage — data mapping

Support security budget requests — consider security audit
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The role of the legal advisor - readiness

Legal and External Partners

Preparation

Q Outside Counsel

Established guidelines for information sharing

Cyber insurance and preferred vendors

Notification obligations-regulatory and contractual

Communication channels




The role of the legal advisor - readiness

Legal and Emergency Preparedness

Response

Incident response plans

Escalation protocols for decision-making

Information sharing with outside partners

COOP’s

UHUD Business Impact Analysis

Lo}
Recovery prioritization



41°

t Annual AAAE
Airport Law Workshop
Washington, D.C.

Questions?

KAPLAN KIRSCH
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Thank You!
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